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Public Key Cryptography

For many centuries secret messages had to be transmitted by using a key and/or method
known only to those who were meant to share in the contents of those messages. Clearly,

with such systems, there were always difficulties in distributing these keys or system
that they did not fall into the wrong hands.

A breakthrough was made (in 1977) by Rivest, Shamir and Adleman (which is why the
initials RSA are often attached to this system), when they devised a system using two

keys. One key is used to put the message into cipher, and this key can be broadcas
world so there is no distribution problem: this key is known agtidic key In addition
to the public key another number (known asmtaelulug is also published. The key

S SO

t to the

which is needed to decipher the message is kept secret by the individual(s) for whom the

message(s) is, or are, intended.

The system, based on some relatively simple ideamdaulo arithmeticwill be

explained here by means of a numerical example, using only the smallest numbers i

possible to use.

is

First of all it is necessary to set up the key numbers which will be used, by following this

routine.
General Routine Example
1. Choose tw@rime numbersp, q p=2 9g=5
2. Let m=pxq m=2x5=10
3. LetA=(p-1)x(q-1) A=1x4=4
4. Choose a numbé& which is less
thanA and has no factors in
common withA. E=3
5. Find a numbeb so that
(D x E) - 1 is a multiple ofA. D=7since (3x7)-1=20
E (= 3) is used teencipherthe message, and is published.

m(=10) is themodulusand is used to do the division where a remainder is require

and is also published. In this very simple example, 10 is easy to use sin¢e

the remainder on division by 10 must be the last digit of the number bein
divided.

D (= 7) is used talecipherthe message, andnst published.

We will use these values to put a message into cipher.

The numbers we work with must be one less than the valwe bf this casem = 10

| =

which means that we cannot use a number larger than 9. As we shall be working initially

with the values of the individual letters, we cannot have more than 9 letters. Since the

normal alphabet contains 26 letters, we need to use a subset of the alphabet.

So, being limited to a small ‘alphabet' of only 9 letters, it makes good sense to choos
those which are most commonly used, namely A, D, E, H, N, O, R, Sand T. These \

e
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take the corresponding numerical values, 1, 2, ..., 9, giving the code

Letter|ADEHNORST

Number‘123456789

For our message we will use the single word 'DOOR'".
First write out the message in plain text:
D 0] 0] R

change all the letters to their corresponding values:
2 6 6 7

raise all values to tigowerof E (= 3):
2° 6° 6° 7

which produces the values:
8 216 216 343

Finally find the remainder when each of those is dividedni{y 10):
8 6 6 3

So the final message in cipher is 8663, and this is the message sent.

To decipher, a similar process is used excepthatused in place d in finding the
power.

Write out the message in its cipher form:
8 6 6 3
raise all values to the power bBf(= 7)
8’ 6’ 6’ 3
which is within range of a calculator and produces the values
2097152 279936 279936 2187

Find the remainder when divided by(= 10), giving
2 6 6 7

and change those values back into letters:
D 0] 0] R

Exercise 1
Using the same values of E, D and m as in the example above,

a) decipher 5729,
b)  cipher and decipher the word 'RODENT".
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Activity 1

Using the same values Bf Dandm as before, send a message in cipher to a friend an
decipher the response from the friend (who is using the same cipher!).

Activity 2
Why does this cipher offer little security?

The values oE andm have to be made public and, in this case, they are so small that
would be easy to see that sinte= 10, thenp andqg must be 2 and 5. From that the
value ofA could be found and, sinéeis also known, the® could be found.

However, this defect can be overcome by makiagdq very, very large so that the
factoring ofmis almost impossible. This is what is done in practice.

—

A much bigger problem is that putting only one letter at a time into cipher must mean that

each letter will always have the same value in its cipher form throughout the messag

e.

This immediately makes the final cipher message breakable by using a simple frequency

count.

This defect is overcome by grouping letters (and their values) together and putting each

complete group into cipher.

To provide an example of this grouping idea, we need to work with new values since
we have already seem,must be bigger than the largest value to be worked on, which
will be 99 when putting numbers together in pairs.

So now we use
m =115 E =83 D=35

as

Activity 3

What values op andq were used? Find and check thaD x E — 1 is a multiple ofA.

Using the same message as before, 'DOOR, its letter values are 2667. Working on
groups of two digits, this splits into 26 and 67 and it is those two numbers which are
on by the ciphering process.

Each has to be raised to the poweiEof= 83) and then the remainder found after
division by m (= 115).

We write this as26% mod 115 and 67% mod 115.

acted

Your calculator is unlikely to be able to cope with this, but we do have a short-cut to work

out these remainders. This is shown in the next activity.
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Suppose we want to find the reminder when 7'' is divided by 9. (We can easily check
this calculation by using a calculator.) First note that we write this as

7" mod 9
and we can build up the result by starting with
7' mod 9 =7

Also
7> mod 9 = 49 mod 9 = 4

In fact, we can write
T*=nx9+4
and so
7t = (9n + 4)2
=81n*+ 72n + 4°

Since the first two terms are divisible by 9,

7* mod 9 = 4> mod 9

=16 mod 9
7* mod 9 =7
Similarly, noting that
7* mod 9 =4
and
7* mod 9 = 4% mod 9
=7
then
7® mod 9 = 7 mod 9
=4
and so on.
Now
711=78+2+1 =78X72X71
SO 7" mod9 =78x7*x 7' mod 9
=4 x4 x7mod9
=16 mod 9 x 7
=7 x 7 mod9
=4
Exercise 2

Check that 7"' mod 9 = 4 on your calculator.

©

(infact, n =95)

()
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Activity 4
Calculate9* mod 11 by first evaluating, using the method above,
9'mod 11, 9°mod 11, 9*mod 11, 9°mod 11

(Check your answer by actually calculatij and then finding the remainder on
division by 11.)

Now that we have a method for finding the remainder of large powers of numbers on
division we can use this method to find

26% mod 115

Activity 5

Show that 26°mod 115 = 101
26*mod 115 = 81
26°mod 115 = 6
26" mod 115 = 36
26% mod 115 = 31

26% mod 115 = 41

Noting that83 = 64 + 16 + 2 + 1, show that

26% mod 115 = 41 x 36 x 101 x 26 mod 115

Hence show that

26% mod 115 = 16

Exercise 3

Find 67% mod 115.

Hence
26%¥ mod 115 =16

and
672 mod 115 =28

and the final cipher message is 1628.
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Notice how the clue of the doubled up letters in the middle has now gone.

Deciphering would require the evaluationls™ and 28* using the same value offor
the divider.

Exercise 4
Decipher 1628 usind =35 and m =115.

Note that this is still an insecure system as
e m=115is easy to factorise

» taking every 2 letters at a time would still be vulnerable to a frequency
count.

Both of these weaknesses can be overcome by using very large primes and much la
groups, but a computer is needed for this!

Exercise 5

Use the same cipher®(= 35, E =83, m=115) to send the message
SEND TENT
and also to decipher it.

rger

Activity 6

Choose a new cipher that can be used to code all letters and numbers. Show how it
in practice.

works




